 Hartford Information Services

Acceptable Use Policy
The purpose of this document is to set forth standards for the use of the electronic communication facilities provided by Metro Hartford Information Services.

Metro Hartford Information Services (MHIS), with direction from the Office of the City Manager and the Superintendent of Schools (HPS), is responsible for the development, implementation, and distribution of City and HPS policies and procedures associated with the use of voice and data communications, ensuring the compliance with all applicable local, state, and federal laws and regulations governing its use. 

Compliance

1. Employees of the City of Hartford (City) or Hartford Public Schools (HPS) will not use City or HPS personal computers, telephones, municipal radios, or any other City or HPS communication device for anything other than sanctioned business-related activities.

2. Employees will not download or install software onto network drives, disks, or computers without previous written approval from MHIS.  This includes, but is not limited to:

a. Commercial Software

b. Shareware/Freeware

c. Internet browsers

d. Chat software*  (*special exceptions may be allowed, at the discretion of MHIS, if a written request is submitted to the Chief Information Officer detailing the need for such software)

3. It is not a violation of this policy to receive work-related files as attachments via Email.  However, any user who receives a file via Electronic Mail from a source with whom he or she is not familiar MUST contact MHIS for assistance before attempting to run, open, or move the file.

4. MHIS will not provide any support for unauthorized installed software.

5. Unauthorized software may be removed without prior warning.

6. MHIS, City, and HPS are not responsible for system damage resulting from violation of this policy. Violations that result in damage to the network or systems will be the subject of appropriate corrective action.  

7. MHIS does not filter content.  Employees must understand that there is a broad range of material available on the Internet, and that it is the responsibility of individual employees and their manager to assure that the connection is utilized properly.

8. Recreational use of the Internet on an employee’s “own time” is not permitted.  This includes, but is not restricted to breaks, lunch hours, and coming in early, staying late, or on the weekends.

9. The use of City or HPS personal computers, telephones, municipal radios, or any other City of HPS communication device for political or commercial purposes is prohibited.

10. The use of profanity, abusive, impolite, or inappropriate language on the telephone or in electronic mail is prohibited.

11. Harassing phone calls, voice mails, and e-mails are prohibited and are in strict violation of the Safe Workplace policy.

12. Network storage areas are subject to review by network administrators without notice to or consent of employees. 


13. Users are expected to remain within allocated space and delete e-mail or other material which take up excessive storage space.

14. MHIS generates a log of all information passing in and out of the Internet Gateway at the end of each workday.  At the request of a user's manager or other responsible party, an analysis of said information as pertains to that user can be provided.

15. Pursuant to Public Act No. 98-142 Employees of the City of Hartford, the Hartford Board of Education and the Hartford Public Library are hereby put on notice that their Employer may engage in electronic monitoring of the following types:

· The content of radio conversations between employees

· The content of all e-mails

· The maintenance of a record of the telephone numbers contacted by employees in all in-coming and out-going telephone calls, and a record of the duration of these calls.

16. E-mail messages addressed to all employees or large groups of employees must have the prior approval of the senders Department Head.  This must be noted at the end of the mail message. For example, 
· Text Message

· Jane Doe (or whoever is the sender)

· For: Michael Vasquenza – MHIS Director (for example)

Acceptance of Terms

This Acceptable Use Policy is being sent to each department head and for distribution to all employees in the City of Hartford and Hartford Board of Education.  

It is the responsibility of each Director, Manager, and Supervisor to ensure every employee is given a copy and agrees to the terms set forth herein.  Each employee must initial or sign a copy and it will be placed in the employees department personnel file. 

By signing or initialing the MHIS Acceptable Use Policy each employee acknowledges they understand the terms set forth herein, and agrees to abide by these rules. Each Director, Manager, and Supervisor agree to be responsible for governing their employee’s use of this resource and will not hold MHIS responsible for any consequences that may arise from its unintended use. 

MHIS will or may bar employees who do not agree to accept this policy or who do not comply with this policy from access to the Internet.


Violation of this policy will lead to appropriate corrective action, including revocation of privileges and or disciplinary action.

Any questions may be e-mailed using Outlook to: “Acceptable Use Policy Questions”.

I have read the above MHIS Acceptable Use Agreement and agree to the conditions stated therein.

_________________                                               ________________
Signature





Date

